Establish a IPSEC VPN between VR-100 and ICG-2510W-LTE. VR-100 as the VPN
Server, ICG-2510W-LTE as the VPN Client.

Topology:

WAN: 172.16.1.106 / 24 WAN: 172.16.1.95 /24
ICG-2510W-LTE (Client Role) [ IPSEC tunnel J VR-100 (Server Role)
LAN: 192.168.20.1 / 24 LAN: 192.168.50.1 / 24
PCB PCA
IP: 192.168.20.101 IP: 192.168.50.151

Follow the following steps for setting up VPN server: (VR-100)
1. WAN Configuration

a. Gotothe Network -> WAN page.

b. Select Connection Type as Static

C. Input the IP Address you use.

d. Click Apply Settings button to save changes.
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2. LAN Configuration
a. Go tothe Network -> LAN page.
b. Inputthe IP Address and Netmask.

LAN Configuration

IP Address | 192.168.50.1

Netmask | 255.255.255.0

Apply Settings Cancel Changes ‘

3. VPN Configuration
a. Gotothe VPN -> IPsec page.
b. Set the IPsec Tunnels as enable.
c. Click Add IPsec Tunnel button to add a tunnel

IPsec Configuration

| |IPsec Tunnels ® Enable © Disable
IPsec Tunnel Lists
No. Tunnel Name Active Status Interface Action

Add IPsec Tunnel l

Set the Active as enable, and input the Tunnel Name.
Input the Local Network and Netmask as the router’s LAN IP address.
Input the Remote Host/IP Address as client router’s WAN IP address.

Input the Remote Network and Netmask as client router’s LAN IP address.
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Input the Preshare Key as the same as the one set on both router.
Click Apply Settings button to save changes.
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Follow the following steps for setting up VPN Client: (ICG-2510W-LTE)

1. WAN and LAN Configuration

a. Goto the Setup -> Basic Setup page -> Main WAN Connection Type.

b. Select Connection Type as Static IP

C. Input the WAN IP Address you use.
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Automatic Configuration - DHCP:

This setting is most commonly used by
Cable operators.

Host Name:

Enter the host name provided by your
15P.

Domain Name:

Enter the domain name provided by
your ISP,

Local IP Address:
This is the address of the router.

Subnet Mask:
This is the subnet mask of the router.

DHCP Server:

Allows the router to manage your IP
addresses.

Start IP Address:

The address you would like to start
with.

Maximum DHCP Users:

You may limit the number of
addresses your router hands out. 0
means only predefined static leases

d.

e.

Go to the Router IP.

Input the Local IP Address, Subnet Mask and Gateway.

Network Setup

Router IP

Local IP Address
Subnet Mask
Gateway

Local DNS

2. VPN Configuration
Go to the VPN -> IPSEC page.
Click Add button to add a VPN profile.
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Global settings NAT-Traversal
7] Enable or disable nat traversal
Enable NAT-Traversal 4 function
Debug Level | None ¥ |
Log-Level
m Enable or disable debug
Connection status and control Connection status

Can create 15 connections
Connection status and control

Num Name Type Common Name status Action

Certificate Management

Certificate Management
Name Ref Count Action

Set the IPSEC role as Client.

Input the Name, and check Enabled.

Input the Local Subnet as the router’s LAN IP address.

Input the Peer WAN address as the VPN Server router’s WAN IP address.
Input the Peer Subnet as the VPN Server router’s LAN IP address.
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Connection
Name W Enabled Ci
Local WAN Interface | WAN v | Peer WAN address |172-15-1-95
| Local Subnet |192.158.20.0/24 Peer subnet |192.168.50.0/24

! ! ! |
Local Id [ ,,. Peer ID |

Detection

Enable DPD Detection ¥/ . 7 ,
Time Interval 697' (S) Timeout §07 | (S) Action | restart ¥

h. Setthe Advanced Settings. It should be the same as the VPN server router. In this
example, IKE Encryption is AES(128 bit), IKE Integrity is SHA1, ESP Encryption is



AES(128 bit), ESP Integrity is SHAL.
i.  Disable Perfect Forward Secrecy(PFS)
j- Input Pre-Shared Key.

~

Click Apply Settings button to save changes.

Advanced Settings

Advanced Settings

Enable advanced settings ¥/
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o Use a Pre-Shared Key:  |planet |

Generate and use the X.509 certificate

Apply Settings || Cancel Changes

VPN Connection Status
1. VPN Server
Go to the VPN -> VPN Connection -> IPsec page.

VPN Connection Status

GRE PPTP L2TP SSL VPN

No. Tunnel Name Connected Time Local IP Remote IP Local Subnet Remote Subnet
1 2510W 79 seconds 172.16.1.95 172.16.1.106 192.168.50.0/24 192.168.20.0/24
2. VPN Client

Go to the VPN -> IPSEC page.

Connection status and control

Connection status and control

Num Name Type Common Name status Action
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1 VR100 Tumnelcient o O ss0.0/2e) | ESTABLISED A




3. PCB pingthe PCA.

4. PCA ping the PCB.
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